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32 



34. 



36. 



PRIOR ART 



End-User data 



LAYER 6 



MOBILE INTERNET PROTOCOL 



LAYERS 



TRANSMISSION CONTROL PROTOCOL 



LAYER 4 



38^ 



INTERNET PROTOCOL 



LAYER 3 



40. 



POINT-TO-POINT PROTOCOL 



LAYER 2 



42> 



Wireless Interface e.g. GPRS/GSM 



LAYER 1 
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Wireless IP 
Packet Data 

Radio 
Transceiver 




Microprocessor and 

Memory 
Sub-system (MMS) 




REMOTE 
DEVICE 



IP-to-Asynchronous 
Serial Protocol & 
Asynchronous 
Serial-to-IP 
Protocol Conversion 



Fia.3A 



-52 



.55 



HCPI 



56 




F/g. 3B 
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Host 

Application 

Computer 

Program 



16 



V 



Client Computer Program 



Graphical User Interface ("GUI") 



Multi-Tasking Computer Operating System 



'N' Virtual 
-N COM Ports 



A 
V 



19 



IP-to- Asynchronous 
Serial Protocol & 
Asynchronous 
Serial-to-IP 
Protocol Conversion 

74 



IP port 
-Nj servers 

V 



70 



SCPI 
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[0 


HT#llsili 






12/19 11:11:50.592 Starting AT Modw Server for port 50464 |^ 



InvisiConnect - [AT ^todem Server for port 50464) 



|R!e eit ^ew QptioRS Window 



. n X 



E}rtemallPAddre«: 



I 215 - jg -^ITI • 72 ij 

Set yaConji gufjtion and Coitd 
li siart AI I istaft/Stop] |: Stop All 



Application Interface Type 


Status 












1 


{ Add 1 Edit 


Delete 



CbRi Port^ Cbnflgurdtion and Control^ 



User Con Ports 


Status 1 Tx/Rx| ' 


C0M5 




COMB 




C0M7 




COMS 




C0M9 




COM10 


mm i 


/ J 




3" 
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SMS/USSD Settii 



84 



RillEnabli 

SMTP Server Address: 



I relay. 



apci.com 



SMS/USSD Prefix: 



[ 



SMS7USSD Sufix: 



l@tmomail.net 



'From' Display Name: 
| lnvisi 



'From' Address (e>g. lnvisi@abc.CQ m] 



|joeh@metretekFI. com 



Overrid e Call Back IP Address: 
I 144 



249 . 56 



47 



OK 



Cancel 



400896.3 



BEST AVAILABLE COPY 



Title: Method and Apparatus For Remotely Monitoring and Controlling Devices 
Sheet 6 of 11 
Atty. Michael A. Forhan Tel. (614) 469-3263 
Docket No. 058526.00004 



86 



Change Remote Device Configuration Settings 



NOTE: Values that are zeio or left blank win not be updated, 
ri; Apply Changes to ALL Remote Devices 

Cj Use DSR as Control Output Last Reported Signal Sbength: 

pQSR Control •— 




ABCDEF 



Remote ID 



OOOOFO 



mm 



123456 



C Q^R On G^PSfl pff 



• Change Call Schedule/Retry Strategy 

Primarj^ Count(1-15) [Tj Every (1 -1 5) jojj Minutes 
Secondaiy Interval Every (1-15) Hours 



Change APN Address; |intefnet3 



Charige IP Connection Address- 
To change the IP Address that a remote device wiD connect to, 
change the corresponding IP Address to the new IP Address the 
remote device wifl call 



Port Number: 



MainlPAdderss:| 
Alami2IPAdderss:[ 
Alarm3IPAddefss:f 
Alarm4IPAddef$s:[ 



!l Add Remote 



I Delete Remote 



^ Connection Information- 
SMS Address; 



Call Back IP Address: 



5551212@tmomainet 



IIIL 



SMS Now I 



Can Back Po rt: 

CD 



ji Clear Settings I 



Close 



FrgJ 
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Add Interface 



Please seied an Inteiface ^ ^ the IP port 
number to listen on. . 

User Applicatton Interface 



SlandardAT Modem 



IP Port Number 



|50464 



Auto start server at startup 



Wait |100 [ms before sending packets 
Maxmum packet size: 11375 j| 



0 Use Pack^ Concatenation 



jg Close connection after [f"'_lj'™nutes with • 

no US& data sent or received (1^535 « Forever) 

Note: Increasing this value sends overhead ; 
data which may lead to increased cellular data 
charges. 



j Latency Compensation | 



OK 



Cancel 
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Add User Com Port(s) 



0® 



19 



sT POHT SETTINGS: Select the User 
Application Com Port($) to add Check the 
'Add Range' option and select the last Com 
Port in the range to create a range of Com 
Ports. 

Add Com Port OjAdd Range 

|C0M5 gj! To, |C0M5_ [^j 



I^Porl Settings — — 
Bits Per Second: 



Data Bits: fs Fj 



Parity: | None 
Stop Bits: | l FI 



Flow Control: | Hardware iRlj 

Advanced Flo'/-' Controi SeUings.,. | 



OK 



] 



MODEM EMULATION SETTINGS: When 
usirtg an AT Modem Interface these options 
win determine how the modem emulator will 
operate. 



Modem Emulation S citing ==?== 

^ Auto Answer 

Number df Rings: |5 j 

d Verbose 

Conection Message: 



CONNECT 9600 










m 




m 





Cancel 
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Latency Compensation 



Packet Data Networks generally exhibit longer delays or latencies than those encountered in 

"reakime" oriented networks such as dial-up analog modem service. 

invisiConnect can compensate (or these latencies using any or all of three (patent pending) 
algorithms. ' 

1 . Fast Loop-back Response 
Z Block Transmit 

3. Tickle Hold-Off 



Fast Loop-back Response ) Block Jransrriit rTickle H^^ 



RJ Enable Fast Loop-Back 



Host (user) application sends: I InvisiConnect responds with: | Transmit Command I 



Add 



Delete 



Cancel [ 
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Latency Compensation 




Pacl^et D ata N et works generally exNbit longer delays or latencies than those encountered in 
'Veal-dine'Von'ented networks such as diat-up analog rTK^ 

InvisiConnect can compensate for these latencies using any or all of three (patent pending) 
algorithms. 

1. Fast Loop-back Response 

2. 8 bck Transmit 
a Tickle HoU-OW 


I Fast Loop-back ResporweT Sock Transmit | fickle HoldOff | 




Block Transmit for |4G00 [ ms or unli response received from remote. 




1 


For these commands, don't block the next command | 






!; 

. 1; 
1; 

\i 
\\ 








j; 
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Latency Compensation 



Packet Data Netvywks generally exhibit longer del^ or latencies than those encountered in 

"real-time" oriented networks such as dial-up analog modem service. 

i nvisiCprinect can compensate for these latencies using any or aij of three (patent pending) 
aigorfti'tfns. 

1 . Fast Loop^Mck Response 

2. Block Transmit 
3: Tickle Hold43ff 



Fast Loop4)ack Res ponse I Block Transmit l l Tickle Hold^ff 



f@ Enable Tickle HokKlff 



Host f user] aDoiication sends: 



Hold-df string sent by IC: 



Add 



OK 



Delete 



Cancel 
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